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Scientific Achievement
• Showed that federated learning updates can still leak sensitive information.
• Developed a differential privacy (DP)-enhanced framework to reduce gradient 

leakage while maintaining utility.
• Improved understanding of privacy–utility tradeoffs in large-scale federated systems.

Significance and Impact
• Enables scalable privacy-preserving training for real-world distributed data.
• Supports applications in sensitive domains such as healthcare and finance.
• Reduces barriers to adoption by improving privacy robustness and model 

performance.

Technical Approach
• Integrated DP directly into federated optimization.
• Addressed challenges from heterogeneity, communication limits, and leakage risks.
• Designed methods that balance privacy guarantees with system efficiency.

Table 1: Membership inference attacks on black-box LLMs. The best results are highlighted 
in bold. AutoMIA outperforms the baselines across all datasets and target models.


